Xecure3D ACS Hosted Service

Xecure3D ACS (Access Control Server) enables issuing banks to participate in Verified by Visa, Mastercard with
Mastercard SecureCode and JCB with J/Secure Program that adds an additional layer of security for online credit and debit
card transactions.

The new ACS service can be offered as an online white-labelled hosted service, or as a total licensed solution. And, the
deployment lead time can be as short as 3 months.

Key Components

Enrollment Server. Provides the registration services for Cardholders that supports pre-enrollment and partial
enrollment of cards to the server by the issuing bank. Cardholders must register before they can use their cards at 3-D
secure enabled merchant sites.

Access Control Server (ACS): It manages the authentication process for cardholders when a cardholder makes a
purchase request, the MPI initiates the ACS authentication process. ACS then communicates directly with the
cardholder to authenticate the identity of the cardholder. ACS logs all authentication requests to the central card
directory server as a record to assist with chargeback resolution and to prevent fraud.

ACS Manager. The administration tool that manages the access control server a Web Based ACS Cardholder
Maintenance System Administration Tool that includes handling of Account Passwords, Error message handling and
approval module, Account Maintenance and Viewing of Audit Logs.

Features Benefits

Static password or one time password (OTP)
authentication implementation

Certified with Verified by VISA, MasterCard
SecureCode, JCB J/Secure

Strong key management and encryption function

Responsive web design for authentication in web and
mobile browsers

Powerful and user-friendly web administration tool
for bank operators

User access control with audit trails

Competitive tiered pricing package based on card
base size

Local support in 13 countries in Asia

AsiaPay Technology Limited

Flexible and Customizable: Different models
supported depending on requirement

High Performance and Scalable: Can readily scale to
support voluminous requests over time

User-friendly: Easy-to-operate web-based GUI

Cost-effective: Flexible solution package and ease of
setup and maintenance

Secure: Advanced security control

Expandable: Readily expand from online transactions
to mobile and SMS payment transactions

Proven: Multiple successful and sizeable deployment
in Korea, Thailand and Hong Kong
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